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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an electronic equipment 
management system and an electronic equipment managing method, 
capable of preventing a person who is not allowed to enter the office 
from intruding and using electronic equipment, and improving security to 
a high level. 

SOLUTION: When a plurality of computers 4 installed in an office 1, an v. 
entrance side controller 9 using an IC card, fingerprint matching, etc., 
makes a decision, while a condition that a user normally is in the office 1 
where the computers 4 are installed is added to the condition of login, 
logging in to the computers 4 is allowed, only when the user normally in 
the office, and the logging in to the computers 4 is rejected, when the 
user has not entered the office 1 in the normal manner. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]An electronic equipment managerial system which manages use of electronic equipment which a user 
who was installed into a room characterized by comprising the following, and entered this room uses. 
An entrance verifying means which checks that said user has entered the room concerned normally at an 
entrance of said room. 

When a user who entered said room detects having started operation of said electronic equipment and refers to 
an identification result of said entrance verifying means, A control means which refuses use of the electronic 
equipment concerned when it is judged that use of the electronic equipment concerned is permitted and the 
user concerned has not entered a room normally when the user concerned is judged that the user concerned 
has entered a room normally by decision means which judges whether a room is entered normally, and this 
decision means. 

[Claim 2]An electronic equipment managerial system which manages use of electronic equipment which a user 
who was installed into a room characterized by comprising the following, and entered this room uses. 
An entrance verifying means which checks that said user has entered the room concerned normally at an 
entrance of said room. 

An individual confirmation means to check whether you are a just user in said electronic equipment. 
A decision means which judges whether the user concerned has entered a room normally by referring to an 
identification result of said entrance verifying means when it is checked, by this individual confirmation means 
that he is a just user. 

A control means which refuses use of the electronic equipment concerned when it is judged that use of the 
electronic equipment concerned is permitted and the user concerned has not entered a room normally when it is 
judged that the user concerned has entered a room normally by this decision means. 

[Claim 3]The electronic equipment managerial system according to claim 1 or 2, wherein two or more said 
electronic equipment exists. 

[Claim 4]The electronic equipment managerial system according to claim 1 or 2 reporting said control means 
while it records the result when use of the electronic equipment concerned is refused. 

[Claim 5]The electronic equipment managerial system according to claim 2, wherein said individual confirmation 
means uses different check methods from said entrance verifying means. 

[Claim 6]An electronic equipment managerial system which manages use of two or more computers by which it 
was installed into a room characterized by comprising the following, a user who entered this room uses, and each 
was provided with a login controlling function. 

An entrance verifying means which checks that said user has entered the room concerned normally at an 
entrance of said room. 

When a user who entered said room detects having started login to said computer and refers to an identification 
result of said entrance verifying means, When it is judged that the user concerned has entered a room normally 
by decision means which judges whether the user concerned has entered a room normally, and this decision 
means, A control means which refuses login to the computer concerned when login to the computer concerned 
is permitted and the user concerned is judged to have not entered a room normally. 

[Claim 7]An electronic equipment managerial system which manages use of two or more computers by which it 
was installed into a room characterized by comprising the following, a user who entered this room uses, and each 
was provided with a login controlling function. 

An entrance verifying means which checks that said user has entered the room concerned normally at an 
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entrance of said room. 

An individual confirmation means to check whether you are a respectively just user in said two or more 
computers. 

A decision means which judges whether the user concerned has entered a room normally by referring to an 
identification result of said entrance verifying means when it is checked by this individual confirmation means 
that he is a just user. 

A control means which refuses login to the computer concerned when it is judged that login to the computer 
concerned is permitted and the user concerned has not entered a room normally when it is judged that the user 
concerned has entered a room normally by this decision means. 

[Claim 8]An electronic equipment controlling method which manages use of electronic equipment which a user 
who was installed into a room characterized by comprising the following, and entered this room uses. 
A step which checks that said user has entered the room concerned normally at an entrance of said room. 
When a user who entered said room detects having started operation of said electronic equipment and refers to 
an identification result of said entrance into a room, A step which refuses use of the electronic equipment 
concerned when it is judged that use of the electronic equipment concerned is permitted and the user 
concerned has not entered a room normally when it is judged that the user concerned has entered a room 
normally by this judgment, a step which judges whether the user concerned has entered a room normally, and. 

[Claim 9]An electronic equipment controlling method which manages use of electronic equipment which a user 
who was installed into a room characterized by comprising the following, and entered this room uses. 
A step which checks that said user has entered the room concerned normally at an entrance of said room. 
A step which checks whether you are a just user in said electronic equipment. 

A step which judges whether the user concerned has entered a room normally by referring to an identification 
result of said entrance into a room when it is checked by this check that he is a just user. 
A step which refuses use of the electronic equipment concerned when it is judged that use of the electronic 
equipment concerned is permitted and the user concerned has not entered a room normally when it is judged 
that the user concerned has entered a room normally by this judgment. 

[Claim 10]An electronic equipment controlling method which manages use of two or more computers by which it 
was installed into a room characterized by comprising the following, a user who entered this room uses, and each 
was provided with a login controlling function. 

A step which checks that said user has entered the room concerned normally at an entrance of said room. 
When a user who entered said room detects having started login to said computer and refers to an identification 
result of said entrance into a room, A step which judges whether the user concerned has entered a room 
normally, and when it is judged that the user concerned has entered a room normally by this judgment, A step 
which refuses login to the computer concerned when login to the computer concerned is permitted and the user 
concerned is judged to have not entered a room normally. 

[Claim 11]An electronic equipment controlling method which manages use of two or more computers by which it 
was installed into a room characterized by comprising the following, a user who entered this room uses, and each 
was provided with a login controlling function. 

A step which checks that said user has entered the room concerned normally at an entrance of said room. 
A step which checks whether you are a respectively just user in said two or more computers. 
A step which judges whether the user concerned has entered a room normally by referring to an identification 
result of said entrance into a room when it is checked by this check that he is a just user. 

A step which refuses login to the computer concerned when it is judged that login to the computer concerned is 
permitted and the user concerned has not entered a room normally when it is judged that the user concerned 
has entered a room normally by this judgment. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the electronic equipment managerial system and electronic 
equipment controlling method which manage use of electronic equipment, such as two or more computers and 
measuring machine machines, medical equipment, etc. which were installed into the room, for example. 
[0002] 

[Description of the Prior Art]In the usual office, when using a computer, the login managing process (program) 
which operates by computer concerned, From a screen, the login name and password which were entered are 
sent to a login managing server, and it is a login managing server (as an example). After receiving from a server 
being [ which was managed within the domain server in the Windows (registered trademark) network ] data, and 
that it was in agreement, the form where a login managing process permits access to a computer and the 
specified apparatus is common. 

[0003]A login name and a password may always be stolen by the third party as it is this method, and it may be 
used unjustly. The object device of conditions which permits login is also performed based on the logical data of 
a computer name, a network address, etc. 

[0004]On the other hand, in order to prevent an illegal use, there is a method of using possession of an ID card 
and attestation (for example, fingerprint etc.) of a vital function as a means of personal identification, but. When 
it is necessary to add the reader and living body collating unit of an ID card for every computer and the number 
of install stands of a computer increases, there are many burdens in respect of cost, and the actual condition 
has not spread so much. 

[0005]Although unjust access is impossible by controlling access to a computer room by a mere ON leaving 
system, since ON leaving can be carried out with people with an access right, at a general door, the actual 
condition does not become perfect access control. If the door and door control which were prepared specially 
are used, such a phenomenon can be prevented to some extent, but since passing takes time, it remains in a 
part of adoption very much. 
[0006] 

[Problem(s) to be Solved by the Invention]When performing personal authentication by the password and a 
password about access to a computer, even if it is controlling ON leaving by security equipments, the problem of 
the invasion by human being without entrance qualification and computer access by a member remains. It will be 
in the state where it is always exposed to an inaccurate visitor's threat, also in free ON leaving at a place and 
the combination of personal authentication apparatus (fingerprint authentication and ID card) without ON leaving 
control. 

[0007]In particular, in the conventional login management, specific [ of the partner ] can be carried out only by 
logical data, and physical restrictions cannot be applied, but it is always exposed to the possibility of hacking 
from the others. 

[0008]When personal identification is being performed by the independent method at the time of login to a 
computer and it has broken through the wall by a certain means, a check will not start after it but access will be 
allowed freely. 

[0009]Then, this invention can eliminate use of the electronic equipment by invasion of people without entrance 
permission, and an object of this invention is to provide the electronic equipment managerial system and 
electronic equipment controlling method which can raise security remarkably. 
[0010] 

[Means for Solving the Problem]An electronic equipment managerial system of this invention is provided with the 
following. 
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An entrance verifying means in which it is an electronic equipment managerial system which manages use of 
electronic equipment which a user who was installed into a room and entered this room uses, and said user 
checks having entered the room concerned normally at an entrance of said room. 

A decision means which judges whether the user concerned has entered a room normally when a user who 
entered said room detects having started operation of said electronic equipment and refers to an identification 
result of said entrance verifying means. 

A control means which refuses use of the electronic equipment concerned when it is judged that use of the 
electronic equipment concerned is permitted and the user concerned has not entered a room normally when it is 
judged that the user concerned has entered a room normally by this decision means. 

[0011]An electronic equipment managerial system of this invention is provided with the following. 

An entrance verifying means in which it is an electronic equipment managerial system which manages use of 

electronic equipment which a user who was installed into a room and entered this room uses, and said user 

checks having entered the room concerned normally at an entrance of said room. 

An individual confirmation means to check whether you are a just user in said electronic equipment. 

A decision means which judges whether the user concerned has entered a room normally by referring to an 

identification result of said entrance verifying means when it is checked by this individual confirmation means 

that he is a just user. 

A control means which refuses use of the electronic equipment concerned when it is judged that use of the 
electronic equipment concerned is permitted and the user concerned has not entered a room normally when it is 
judged that the user concerned has entered a room normally by this decision means. 

[0012]An electronic equipment managerial system of this invention is provided with the following. 
An entrance verifying means in which it is an electronic equipment managerial system which manages use of two 
or more computers by which it was installed into a room, a user who entered this room uses, and each was 
provided with a login controlling function, and said user checks having entered the room concerned normally at 
an entrance of said room. 

A decision means which judges whether the user concerned has entered a room normally when a user who 
entered said room detects having started login to said computer and refers to an identification result of said 
entrance verifying means. 

A control means which refuses login to the computer concerned when it is judged that login to the computer 
concerned is permitted and the user concerned has not entered a room normally when it is judged that the user 
concerned has entered a room normally by this decision means. 

[0013]An electronic equipment managerial system of this invention is provided with the following. 
An entrance verifying means in which it is an electronic equipment managerial system which manages use of two 
or more computers by which it was installed into a room, a user who entered this room uses, and each was 
provided with a login controlling function, and said user checks having entered the room concerned normally at 
an entrance of said room. 

An individual confirmation means to check whether you are a respectively just user in said two or more 
computers. 

A decision means which judges whether the user concerned has entered a room normally by referring to an 
identification result of said entrance verifying means when it is checked by this individual confirmation means 
that he is a just user. 

A control means which refuses login to the computer concerned when it is judged that login to the computer 
concerned is permitted and the user concerned has not entered a room normally when it is judged that the user 
concerned has entered a room normally by this decision means. 

[0014]An electronic equipment controlling method of this invention is provided with the following. 
A step to which it is an electronic equipment controlling method which manages use of electronic equipment 
which a user who was installed into a room and entered this room uses, and said user checks having entered the 
room concerned normally at an entrance of said room. 

A step which judges whether the user concerned has entered a room normally when a user who entered said 
room detects having started operation of said electronic equipment and refers to an identification result of said 
entrance into a room. 

A step which refuses use of the electronic equipment concerned when it is judged that use of the electronic 
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equipment concerned is permitted and the user concerned has not entered a room normally when it is judged 
that the user concerned has entered a room normally by this judgment. 

[0015]An electronic equipment controlling method of this invention is provided with the following. 
A step to which it is an electronic equipment controlling method which manages use of electronic equipment 
which a user who was installed into a room and entered this room uses, and said user checks having entered the 
room concerned normally at an entrance of said room. 

A step which checks whether you are a just user in said electronic equipment. 

A step which judges whether the user concerned has entered a room normally by referring to an identification 
result of said entrance into a room when it is checked by this check that he is a just user. 
A step which refuses use of the electronic equipment concerned when it is judged that use of the electronic 
equipment concerned is permitted and the user concerned has not entered a room normally when it is judged 
that the user concerned has entered a room normally by this judgment. 

[0016]An electronic equipment controlling method of this invention is provided with the following. 

A step to which it is an electronic equipment controlling method which manages use of two or more computers 

by which it was installed into a room, a user who entered this room uses, and each was provided with a login 

controlling function, and said user checks having entered the room concerned normally at an entrance of said 

room. 

A step which judges whether the user concerned has entered a room normally when a user who entered said 
room detects having started login to said computer and refers to an identification result of said entrance into a 
room. 

A step which refuses login to the computer concerned when it is judged that login to the computer concerned is 
permitted and the user concerned has not entered a room normally when it is judged that the user concerned 
has entered a room normally by this judgment. 

[0017]An electronic equipment controlling method of this invention is provided with the following. 

A step to which it is an electronic equipment controlling method which manages use of two or more computers 

by which it was installed into a room, a user who entered this room uses, and each was provided with a login 

controlling function, and said user checks having entered the room concerned normally at an entrance of said 

room. 

A step which checks whether you are a respectively just user in said two or more computers. 

A step which judges whether the user concerned has entered a room normally by referring to an identification 

result of said entrance into a room when it is checked by this check that he is a just user. 

A step which refuses login to the computer concerned when it is judged that login to the computer concerned is 
permitted and the user concerned has not entered a room normally when it is judged that the user concerned 
has entered a room normally by this judgment. 

[001 8]According to this invention, at the time of login to a computer, for example on conditions of login. 
Conditions by an entrance verifying means using an ID card, fingerprint authentication, etc. that a user has 
entered a room in which the computer concerned was installed normally are added and judged, By permitting 
login, only when having entered a room normally, and refusing login, when not having entered a room normally, 
login to a computer by invasion of people without entrance permission can be eliminated, and security can be 
raised remarkably. 
[0019] 

[Embodiment of the Invention]Hereafter, an embodiment of the invention is described with reference to drawings. 
[0020]First, a 1st embodiment is described. 

[0021] Drawin g 1 shows the composition of the electronic equipment managerial system concerning a 1st 
embodiment. Drawin g 1 assumes the usual office environment, for example, and two or more client (for general) 
computers 4 connected with the login managing server 2 via the network 3 and — are installed in the office 
(room) 1. Each computer 4 assumes that it has the login controlling function (login managing process). 
[0022]While the ON leaving managing server 6 and the ON leaving registration device 7 for data registration 
(terminal computer) which were connected via the network 5 as an ON leaving managerial system are installed, It 
is installed in the entrance 8 of the office 1, and the entrance side control device 9 and the leaving side control 
device 10 as an ON leaving control device which perform control of permission/disapproval of ON leaving, and an 
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electric lock are formed. It is connected via the hub 1 1 and the network 3 and the network 5 can communicate 
by mutual. 

[0023]Although physical features, such as a case where ID cards, such as a radio type ID card and a magnetic 
card, are used, and fingerprint authentication, may generally be used for an ON leaving control device, the either 
may not specify but may use any here. 

[0024]Although these two systems (ON leaving management and login management) have a common case where 
it exists independently, under such a situation, the prevention from access to the computer for general of those 
who passed through ON leaving management and have entered a room will be only a login name and a password. 
[0025]According to this embodiment, the server of these two systems is mutually connected via a network (the 
hub 1 1 in drawin g 1 is equivalent to it), and it is further characterized by adding the normal entrance into a room 
(to the room concerned) by ON leaving management as conditions for login. 

[0026]Next, it explains, referring to for the operation at the time of fundamental login the flow chart shown in 
drawin g 2. 

[0027]First, registration of the person (user) who can enter this room (office 1) is beforehand performed to the 
entrance side control device 9 and the leaving side control device 10 via the ON leaving managing server 6 from 
the ON leaving registration device 7, respectively. If registered for example, in the case of an ID card, in the case 
of an ID number and fingerprint authentication, it will be data for fingerprint authentication of the person 
himself/herself. 

[0028]Now, suppose that Mr. A permitted entrance into a room now entered the office 1. The decision result of 
the entrance permission is sent to the ON leaving managing server 6 from the entrance side control device 9, 
and Mr. A is remembered to be a normal entrance-into-a-room state in the office 1. Then, when it tries to log in 
by Mr. A inputting a login name from the predetermined computer 4 in the office 1, the login managing process 
(program) in the computer 4, By detecting it, it does not go to the login managing server 2 to attest directly, but 
those who have the login name concerned in the ON leaving managing server 6 go [ whether it is in a normal 
entrance-into-a-room state, and ] to the room (here office 1) with an own computer to check. 
[0029]Since Mr. As login name is beforehand matched with Mr. A and is registered into the ON leaving managing 
server 6, Mr. A is searched from the login name, and, specifically, Mr. A's ON leaving condition is searched. 
Suppose that the information on in which room it is installed is made to memorize beforehand, or a setting 
position name is added to a computer name into the computer 4. From this information, if a login managing 
process is in a normal entrance-into-a-room state, it will request login processing from the office 1 in which the 
computer 4 is installed to the login managing server 2 as a following step. Here, a login name and a password 
(password) are checked, and if the contents are right, login will be permitted normally. 

[0030]If Mr. A logs out by finishing work, a login managing process will request logout processing to the login 
managing server 2 by detecting it. Next, if Mr. A leaves a room, leaving information is sent to the ON leaving 
managing server 6 from the leaving side control device 10, and Mr. A's condition will be in a leaving state. 
[0031]If the another person who entered a room unjustly here, for example obtains Mr. A's login name and 
password and tries login, as described above, a login managing process will go Mr. A's ON leaving condition to 
the ON leaving managing server 6 to check first, but. In this case, since Mr. A is in a leaving state, he can go and 
log in to the processing to the following login managing server 2. That is, login to the computer 4 is refused. 
[0032]If the trial of such unjust login is performed, the warning display of it will be carried out on the display 6a 
of the ON leaving managing server 6, and warning will be urged to it while a login managing process notifies that 
to the ON leaving managing server 6 and leaves it as record in the ON leaving managing server 6. 
[0033]Next, a 2nd embodiment is described. 

[0034]Although the login managing process in the computer 4 checked the ON leaving state to the ON leaving 
managing server 6 in a 1st embodiment mentioned above, The login managing process in the login managing 
server 2 is made to check the ON leaving state to the ON leaving managing server 6, and a 2nd embodiment 
shows the flow of the operation to the flow chart of drawin g 3. In this case, the login managing process in the 
login managing server 2 which received the request of login a motion of the login managing process of the 
computer 4 as conditions for login permission, without completely changing, It realizes by checking that a user's 
ON leaving condition judged from a login name is in a normal entrance-into-a-room state in addition to the 
registered general login name, and a password and a computer name, and others are the same as that of a 1 st 
embodiment. 

[0035]Next, a 3rd embodiment is described. 

[0036] Drawin g 4 shows the composition of the electronic equipment managerial system concerning a 3rd 
embodiment. A different point from a 1st embodiment that a 3rd embodiment mentioned above, the individual 
confirmation device (the thing using the ID card reader when it was an ID card.) which checks whether you are a 
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respectively just user not only to the entrance 8 of the office 1 but to each computer 4 If it is a fingerprint, it is 
in the point of having installed the thing 1 2 using a fingerprint collation device, and others are the same as that 
of a 1st embodiment. In this case, the combination of the different check method from the ON leaving control 
devices 9 and 10 installed in the entrance 8 is effective in the meaning which secures higher security. For 
example, the ON leaving control device of the entrance 8 uses the check method according [ the individual 
confirmation device 12 for every computer 4 ] to fingerprint authentication using the check method by an ID 
card. 

[0037]The flow of operation in the case of this 3rd embodiment is shown in the flow chart of drawin g 5. In this 
case, the login managing process by the side of the computer 4, After checking whether the person 
himself/herself itself has accessed by using the individual confirmation device 12, The information (for example, 
ID number the significance [ ID number ] was given by fingerprint information and 1 to 1 when it was an ID card 
and was an ID number and fingerprint authentication) which specifies the individual read in the individual 
confirmation device 12 is made into a login name, Only when an entrance state is asked to the ON leaving 
managing server 6 and a normal entrance-into-a-room state is suited, login processing is requested to the login 
managing server 2. 

[0038]In the case of fingerprint authentication, a part or all of fingerprint information may be used for the 
password (password) used with the individual confirmation device 12, using the input from a keyboard. 
[0039]Thus, when processing is added to the login managing process by the side of the computer 4, it is not 
necessary to modify the program of the existing login managing server 2, and there is an advantage which can 
strengthen a system simple. Since computer access from the room which does not have entrance permission by 
checking an ON leaving state can be forbidden, it becomes possible to add the physical restriction of the place 
to access. 

[0040]Even when it breaks through the individual confirmation device 12 by an inaccurate means by a certain 
method in this case, unjust login can be beforehand prevented by checking further the data by the side of ON 
leaving management. 

[0041 ]At the time of login to two or more computers 4 which were installed in the office 1 according to the 
above-mentioned embodiment as explained above. . Are based on the entrance side control device 9 which used 
an ID card, fingerprint authentication, etc. for the conditions of login. By a user adding and judging the conditions 
of having entered a room in the office 1 in which the computer 4 concerned was installed normally, permitting 
login, only when having entered a room normally, and refusing login, when not having entered a room normally, It 
becomes possible to eliminate login to the computer 4 by invasion of people without entrance permission. A 
physical place is pinpointed and restriction of login from the computer 4 is attained. Even when there is no 
apparatus for individual confirmation in each computer 4, the above-mentioned operation effect can be realized 
cheaply. It is effective in heightening the effect of the unjust prevention from access more by combining two or 
more identification. 

[0042]Although said embodiment explained the case where use of two or more computers installed in the office 
was managed, this invention is not limited to this, and when managing use of other electronic equipment, such as 
a measuring machine machine and medical equipment, it can be applied similarly, for example. 
[0043] 

[Effect of the Invention]As explained in full detail above, according to this invention, use of the electronic 
equipment by invasion of people without entrance permission can be eliminated, and the electronic equipment 
managerial system and electronic equipment controlling method which can raise security remarkably can be 
provided. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[ Drawin g 1]The lineblock diagram showing typically the composition of the electronic equipment managerial 
system concerning a 1st embodiment of this invention. 

[ Drawin g 2]The flow chart explaining the operation at the time of fundamental login concerning a 1st 
embodiment. 

[ Drawin g 3]The flow chart explaining the operation at the time of fundamental login concerning a 2nd 
embodiment. 

[ Drawin g 4]The lineblock diagram showing typically the composition of the electronic equipment managerial 
system concerning a 3rd embodiment of this invention. 

[ Drawin g 5]The flow chart explaining the operation at the time of fundamental login concerning a 3rd 
embodiment. 

[Description of Notations] 

1 — Office (room) 

2 — Login managing server 

4 — Computer (electronic equipment) 

6 — ON leaving managing server 

7 — ON leaving registration device 

8 — Entrance 

9 — Entrance side control device 

10 — Leaving side control device 
12 — Individual confirmation device 
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[ Drawin g 1] 
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[ Drawin g 2] 
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[ Drawin g 5] 
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